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Overview

CitiDirect® Online Banking puts all of your corporate banking functions in one security-protected
place, giving you around the globe, centralized access to your account information in real time,
right from your desktop.

Getting started with CitiDirect Online Banking involves three procedures:

e Registering at the CitiDirect Web site (www.citidirect.com);

o After Web site registration, running the Check My PC program to determine if your computer
meets the minimum software requirements to run CitiDirect;

¢ |Installing the CitiDirect software directly from www.citidirect.com.

This Guide provides the step-by-step instructions for these procedures. In addition, this Guide
covers:

¢ Initial Sign-on to CitiDirect
e Subsequent Sign-on to CitiDirect

e Log out Procedures

By registering at www.citidirect.com, you can also access a wide range of information to assist
you in using CitiDirect services. The Web site contains information such as the Learning
Center, which provides Guides to help you work more efficiently and effectively in CitiDirect.
For more information on www.citidirect.com, refer to the CitiDirect Online Banking Web Site
section of this Guide.

Additional Resources

Basics Guides

This Basics Guide is one of a series of CitiDirect Online Banking Basics Guides that cover
features and functionality across all CitiDirect services. You can access the series of Basics
Guides in the Learning Center at www.citidirect.com.

Online Help

For general questions while working in CitiDirect Online Banking, you can use Online Help. A
comprehensive self-service capability, Online Help contains detailed information and
descriptions of terms for all functionality and services offered through CitiDirect.

You can access Online Help by clicking the icon in the lower left corner of your CitiDirect
navigation bar or by pressing the F1 key on your keyboard.
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CitiDirect Customer Support

In addition to Online Help, the CitiDirect Customer Support resources described below are
available to you.

www.citidirect.com Our Web Site contains FAQs, which address both the use of the
application and the Web site. The Web site also offers the Learning Center, referenced in this
Guide, where you can access training support materials at anytime — 24 hours a day, 7 days a
week.

Customer Service You can contact our CitiDirect Online Banking Service Representatives
who are available to support your technical needs, as well as to assist you with general
CitiDirect questions. For a list of representatives in your area, go to the Contacts section of
www.citidirect.com.

Local Language Availability

CitiDirect Online Banking enables you to view details, execute transactions, produce information
reports, and perform inquiries in many local languages. You can select a language other than
English anytime you sign-on to CitiDirect. For more information on working in a language other
than English, refer to the Initial Sign-on to CitiDirect section of this Guide.

A complete list of the local languages supported by CitiDirect is available on www.citidirect.com
under the About CitiDirect tab in the CitiDirect Platform section.

Installation Requirements

For a successful installation of CitiDirect Online Banking, ensure that you have the following:
 Microsoft © Internet Explorer (IE) version 5.0 Service Pack 1 or higher installed on your
computer.

e If you are a Windows NT®, 2000, XP or Vista user, you will need Administrator Rights to
your personal computer (PC) if updates/installs to Sun Microsystems® Java Software (JRE)
are needed to run CitiDirect Online Banking. Administrator Rights are also required to
download CitiDirect application updates.

Note: If you have any issues installing CitiDirect, you may not have Administrator Rights to
your PC. In that case, please contact your technical support staff.

Sign-on Requirements

To sign-on to CitiDirect, ensure that you have the following:

e A SafeWord™ card and a corresponding Personal Identification Number (PIN), or a
Secured Password ID, provided by your Security Manager.

e If you are using a new SafeWord card to sign on to CitiDirect, you will also need to enter
your Client ID, which should be provided by your Security Manager. Please contact your
Security Manager if you need assistance with sign-on credentials.

e Successful installation of the CitiDirect Online Banking software.
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Optimizing Your CitiDirect Experience

CitiDirect® Online Banking is designed to operate on the minimum system requirements listed
on www.citidirect.com. However, there are screen settings on your computer that, when
modified, may enhance your CitiDirect experience.

Change Your Screen Resolution

Screen resolution is the sharpness and clarity of an image displayed on a monitor. The higher
the screen resolution, the sharper the image will appear on your monitor. The minimum required
screen resolution to view CitiDirect is 800 x 600 pixels. If your monitor can support a resolution
of 1024 x 768 pixels or higher, we recommend increasing the output resolution to your computer
monitor.

In addition to the benefit of sharpening the image display, increasing the screen resolution will
improve the amount of available display space on your screen and reduce the amount of
horizontal and vertical scrolling required.

A few items to be aware of before you make this change:

e A higher screen resolution reduces the size of items on your screen and increases the
relative space on your desktop. Altering the screen resolution will affect your entire system
display.

e Your monitor, video hardware, and video control software will ultimately determine whether
you can modify your screen resolution. You may not be able to increase the resolution
above a certain level.

¢ Changes to screen resolution affect all users that log on to the computer.

Change your screen resolution by following the steps below.

1. Access the Display Properties dialog box in either of the following ways:

¢ From the Windows Taskbar, click Start, point to Settings, and then click Control
Panel. A list of Control Panel options appears. Double-click Display. The Display
Properties dialog box appears. Go to Step 2.

E3 Control Panel = =10l x|
| Fil=  Edit Wiew Favorites Tools  Help | Address I@ Control Panel j @ &0 |
| dmEBack = mp ~ @| @Search @Folders ®| % @ ?( )] | 8]

T, A T [

L Accessibllicy  AddfRemove  AddjRemove  Administrative J
Control Panel Options Hardware Programs Tools

3 § &

Customizes your deskiop display ) )
and screen saver ;I Date/Time Falder Options Forits ;I

|Cust0mizes your deskbop display and screen sawer | |@‘ Iy Computer 4

¢ Right-click on your desktop and select Properties. The Display Properties dialog box
appears. Go to Step 2.
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2. Inthe Display Properties
dialog box, click the Settings
tab.

Display Properties 2| x|

3.  Under Screen area, click and
drag the slider until the screen
resolution reads 1024 by 768
pixels.

4. To apply your new desktop

. Slid
settings, click OK. A Display et

Properties confirmation dialog Display:
box appears. Plug and Play Manitar
LColors Screen alea
| High Color (15 bit) || Less J— More

5. Click OK. The new display ;
setting takes effect and a N 1024 by 758 pixels

Monitor Settings dialog box

appears. To keep the new Troubleshoot... |

setting, click Yes.

(] | Cancel | Apply

Note: In some instances your display area may appear smaller after changing the resolution.
You can enlarge the display
area using the buttons on
the front of your monitor.

| |

For more information, refer
to your monitor’s owner’s
manual for instructions on
changing the vertical and
horizontal size of the image
display.

T
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Registration, Check My PC, and Installation

Getting started in CitiDirect® Online Banking is a three-step process: Registration, Check My
PC, and Installation. This section describes the process starting with Registration at the
CitiDirect Web site (www.citidirect.com). You must be registered at the Web site to run Check
My PC and install CitiDirect. Register at the CitiDirect Web site by following the steps below.

Registration

1. Go to www.citidirect.com. The CitiDirect Online Banking Web site home page appears.

N = Privacy = Citigroup.com
citi
CitiDirect"Online Banking
[Home | About CitiDirect | Getting Started Customer Support | Investigations | Notifications | Trade Advisor | CitiDirect Utilities

CitiDirect News

Language Preference:
|English LI * *mportant Notice to all Secured (statich Password users** - Click the link

for further details.
& AR Aweard-Winning Application CitiDirect® Online Banking wins top honors

= CitiDirect News o CitiDirect examines how you can avoid social endineering fraud attempts

= Solutions & Services Take a minute to learn what you can do to protectyourself and yvour business
*FAQs against 215t century seam artists.

i Cuntact_s o CitiDirect® Online Banking June 2004 Update The June 2004 release

¢ Other Links i included updates to Payments, Reports, WorldLink® Multicurrency

s Transaction Services Transaction Serices, Receivables Management (Latin Ametica), Lockhox,

¢ Release News File Import and File Export.

* E-mail Fraud an the Rise YWhat you should know about fraudulent e-mails
and how to protect yourself.

- Add A& Service Wi Al
Solutions & Services
An ever-expanding suite of solutions and services designed for today's global
BCONOMY.
Payments & Repurtin_g\| Cullectiuns\ Liquidily\ Netling\
Insurance Letters of Credit
& [nformation Reporing Availability List of countries where this senice is
available.
Wiew All..
3 Citigroup Privacy Promizse
Temms, conditions, caveats and small print
LCitigroup.com Copyright & 2004, 2005 Citigroup
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2. Click Registration on the left navigation bar.

The Registration page appears. You must complete all fields for successful registration.

Note: You can register and run Check My PC in a language other than English by choosing a
language from the Language Preference drop down on the www.citidirect.com home

page.
Registration
* Reguired Field.
* First Hame: * Last Hame:
* Compam: * Telephone:
“ E-mail: Ertering your e-mail allowes us to contact you directly with important

I infarmation related to vour use of Citibirect® Oriline Banking. Thiz e-
mail address wil not be shared with anyone outzide Citibank.

www.citidirect.com Content Personalization Settings

¥ Display Content for These Countries:

Belgium ;I Select the courtries for which you want to view information. You
Belize ™ may select up to five. For muttiple selections, press and hold CTRL
Benelux key and click the countries.

Benin ;l

¥ Display Content for These Senices:

ALL ﬂ Select the CitiDirect Services for which you wart to view information.
Fayments and Reporting Information on services you have not selected will be suppressed
WarldLink wwhere applicable to streamling your experience.

Insurance Letters of Credit j

Pleaze create a unigue Perzonal Idertification (00 that you will easily
remamber =0 vou can access thiz Web site from any computer.

I Perzonal ID cannat be less than 8 characters - at least 1 alpha
character and 1 numeric.

* Create Personal ID:

*  Confirm Personal ID:

I Pleaze re-enter wour Perzonal D,

Fleaze be aware thatwebsite pages may be written to your temporary internet file cache an yaour
workstation and are accessible offline fram that location. Ifthe infarmation is sensitive or considered

confidential, please clean outyour temparary intam_&tﬁ.;hf_‘
W Already Registered ] Back |

Citigroup Privacy Promise
Terms, conditions, caveats and small print

Copyright @ 2001, 2002 Citigroup

3. Complete all fields, and then click Submit.

The www.citidirect.com home page appears.
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Check My PC

The Check My PC program determines if your Personal Computer (PC) meets the minimum
software requirements to run CitiDirect®Online Banking.

Installation

Install CitiDirect with Sun Microsystems® Java Software (JRE)
Note: Administrator Rights Required

You must have Administrator Rights to Windows® NT, 2000, XP and Vista systems in order to
install and run CitiDirect® Online Banking and to update and install any third-party components
needed to run CitiDirect. They are also needed to download CitiDirect application updates. If
you are unsure as to your access rights, please contact the IT group in your organization.

1. Go to www.citidirect.com.

2. Click the Getting Started tab. The CitiDirect® Online Banking - Getting Started page
appears.

3. Click the Check My PC with Sun Java Software link.

A screen providing information on running CitiDirect Online Banking with Sun Java
Software appears.

N = Privacy = Citigroup.com
citl

CitiDirect"Online Banking
Ahout CitiDirect | Getting Started | Learning Center | Customer Support | Investigations | Notifications | Trade Advisor | CitiDirect Utilities

TP Y CITIDIRECT CLIENT, CITIBANK
Check My PC I Contacts W
Language Preference:

IE e LI Run Check by PC to see if your PC meets the minimum soffware reguirements Here is where you can
nels to run CitiDirect. find your
Custarner Service

* Check My PC with Sun Java Software. Click this link for infarmation on

3 : prer= X Representative

ChE[;kmMFB{'EP(l:liremerrts running CitiDirect an Sun Microsystems'™ Java Software (JRE). for receiing help with
| Te! chnulug;;' * Test Secure Sockets Laver Testyour Internet Connection for S5L Protocol. products, service or
: Security Features technical inguiries.
*FAOs
: Contacts
: Glossary .

System Requirements |

: Site Map Hardware and Software required to run CitiDirect.
+ Update Registration - - — . .
: Add A Service & Browser Settings Setting Internet Explorer for the CitiDirect® Online Banking

Application
& |nternet Security Options Seftings for CitiDirect®
= Java Scripts Setting Internet Explarer for Java Scripts

= Proyy Server Setting Internet Explorer for a Proxy Server {if your system has
anel

e All...
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4. Scroll to the Check My PC with Sun Java Software section and click the Check My PC
with Sun Java Software link.

The Welcome to Check My PC screen will appear. Review the information on the screen
and then click the Check My PC with Sun Java Software button. This program will run to
determine if your PC meets the minimum software requirements to run CitiDirect.

Note: You can find a complete list of the versions of Sun JRE certified for use with
CitiDirect by referring to the Downloading Sun Java Software (JRE) FAQ.

e If your system meets the requirements:

The Check MY PC - Ready for CitiDirect Online Banking screen appears.
e If your system does not meet the requirements:

The Check My PC - Not Ready for CitiDirect Online Banking screen appears. Please
read and act upon the information provided on that screen.

When applicable, you will be provided with links to Web sites where you can download
software upgrades. If you decide to access any of the links, you will leave Citibank’s
Web site. You should be aware that if you elect to download any software, you are
responsible for complying with all applicable laws, including, but not limited to, any
import/export or use laws to which you may be subject and obtaining any required
license or authorization.

You can add the Check My PC page to your browser’s Favorites list in order to come
back quickly and re-check your PC after making any adjustments required to run
CitiDirect.

Note: You must successfully run the Check My PC program and come to the Check My
PC — Ready For CitiDirect Online Banking screen in order to install and run the CitiDirect
software.

5. Click Install CitiDirect. At the next screen, select Install CitiDirect directly from the Web
site and click Continue.

Note: If you received a CD-ROM for CitiDirect installation, select the Install from the
CitiDirect Installation CD-ROM option and click Continue. On-screen instructions will
guide you through the installation.

6.  The CitiDirect Online Banking — Download Export Terms screen appears. Please read
this information. If you agree to the terms on this screen and wish to continue your
installation, you should click Proceed with Download. (If you choose Refuse Download,
you will be returned to the Welcome to Check My PC screen.)
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The Installing CitiDirect Online Banking Software screen appears.

Installing CitiDirect” Online Banking Software

Once the CitiDirect installation begins, it 15 strongly recommended that you do
not interrupt the file downloads.

CitiDirect is now loading...

[25%] 4942574 019774252 bytes

Ifyou need help with, ar are having problems with the CitiDirect installation,
please contact your Customer Service Representative.

When the software download is complete, the CitiDirect Online Banking — Software
Installation Complete screen appears.

let\le = Privacy = Citigroup.com

CitiDirect Online Banking

m About CitiDirect | Getting Started | Learning Center | Customer Support | Investigations | Notifications | Trade Advisor
TR’ CITIDIRECT CLIENT, CITIBANK

) orer CitiDirect” Online Banking - Software Installation Complete
anguage Freference;

[Enaiish =] NOTE: Periodically, Citibank will automatically download needed software
updates to your PC, when you sign-on to CitiDirect® Online Banking.

= Check My PC
= System Requirements To Access CitiDirect Online Banking:

peundaa s +* Please close and restart yvour browser to use CitiDirect.

= Technology
= Security Features = Ensure thatyou have your security credentials, which are required to sign-on to CitiDirect. Ifyou do
= FAQS naot have security credentials, please contact vour CitiDirect Security Manager.
= Contacts Hote: You do not need security credentials to install CitiDirect, but will need therm to sign-an.
* You can 2dd CitiDirect® Online Banking to your Favarites list far a convenient way to sign-on later.
= Site Map
[aiee s
« Add A Service Back to Check My PC

Note: Click the CitiDirect Online Banking link and add the CitiDirect Sign-on page to your
browser’'s Favorites list for a convenient way to sign on later. To set CitiDirect as a
favorite, click Favorites on your browser menu and then click Add to Favorites.

7. You can now proceed to the Initial Sign-on to CitiDirect Online Banking section of this
Guide.
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Initial Sign-on to CitiDirect® Online Banking

To ensure successful initial sign-on to CitiDirect® Online Banking, you must have a SafeWord ™
card and a corresponding Personal Identification Number (PIN), or a Secured Password ID,
provided by your Security Manager.

If you are using a new SafeWord card to sign on to CitiDirect, you will also need to enter your
Client ID, which should be provided by your Security Manager. Please contact your Security
Manager if you need assistance with sign-on credentials.

SafeWord" Card Users

Sign on to CitiDirect Online Banking using a SafeWord card by following the steps below.

1. Go to your CitiDirect Sign-on link in your browser’s Favorites list or one of the URLs listed
below.

Sun Java North and South America: https://us.citidirect.citicorp.com/jre.
Sun Java Europe, Middle East and Africa: https://europe.citidirect-eb.Citicorp.coml/jre.
Sun Java Asia: https://asia.citidirect-eb.citicorp.com/jre.

The CitiDirect Sigh-on screen appears.

Note: If you prefer to work in CitiDirect in a language other than English, select your
preferred language from the list of languages at the top of the CitiDirect Sign-on
screen.

2.  Select New User from the Sign-on Name field, and then click Submit.

The Sign-on Name/Sign-on ID screen appears.

Please create a Sign-on Name that you will use to access CitiDirect.

Sign-on Hame: Your Sign-on name can be any combination of

I characters and numbers, up to 10 characters in
lencth.

Sign-on 1D The Sign-on D iz the CitiDirect Sign-on D that was

I provided to you. If you do not have this, please
cortact your CitiDirect service representative for
assistance.

ET =T

3. Inthe Sign-on Name field, create your sign-on name using any combination of letters and
numbers up to 10 characters and containing no special characters or spaces. The Sign-on
Name is not case sensitive.

4. Inthe Sign-on ID field, enter the Serial Number printed on the back of your SafeWord
card.
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5.  Click Submit. The Challenge/Response screen appears. At the Challenge/Response
screen, you must enter a dynamic response generated by using your SafeWord card. Go
to step 6 to generate the response.

Please enter the Response from your Safeword Card.
Challenge:
{31234 5675
Response:
I 'Responze’ must be ertered EXACTLY as it appears on
wour Safeword Card.

6.  Press ON to activate your SafeWord card.

LHEEUOED®
PLATIHUM

& &

L -

7. Atthe ENTR PIN prompt, enter your 4-digit PIN that is printed in the PIN envelope
provided by your Security Manager.

8. Atthe HOST? prompt, enter the number “9.”

9. Atthe CHALLNG? prompt, enter the Challenge (excluding the first “9”) that appears in the
Challenge field of the Challenge/Response window on your computer screen.

Please enter the Response from your Safeword Card.
Challenge:
[81234 5678
Response:
'Responze’ must be entered EXACTLY az it appears on
ISafEWDrd Response wour Safesvord Card.
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10. Inthe Response field on your computer screen, enter the response displayed on the
SafeWord card. Click Submit.

The Client ID screen appears.

Please enter your Client Id in the field provided

Note: The Client ID is required when you sign on to CitiDirect Online Banking for the first time
using a new SafeWord card.

11. Enter your Client ID in the field provided. Click Submit.

The Welcome to CitiDirect® Online Banking screen appears. The CitiDirect Online
Banking Web site also opens in the background.

12. To begin working in CitiDirect, click the name of the category / service that you want to
access from the navigation bar.
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The Welcome to CitiDirect® Online Banking screen is the first screen that appears each time
you sign on. To begin working in CitiDirect click the name of the category/service class that you
want to access from the left navigation bar.

Customize Your Main Screen

To personalize your CitiDirect experience and work more efficiently, you can select a
customized main screen. This customized main screen will then appear each time you sign-on
to CitiDirect, replacing the Welcome to CitiDirect Online Banking screen. You can make this
change using the Preferences feature. Until you select and submit a preference to personalize
your main screen, the Welcome to CitiDirect Online Banking screen will continue to appear.

Note: For complete details on setting your preferences, see the CitiDirect Basics: Setting Your
Preferences Guide available in the Learning Center at www.citidirect.com.

Secured Password Users

Sign on to CitiDirect Online Banking using a Secured Password by following the steps below.

1. Go to your CitiDirect Sign-on link in your browser’s Favaorites list or one of the URLs listed
below.

Sun Java North and South America: https://us.citidirect.citicorp.com/jre.
Sun Java Europe, Middle East and Africa: https://europe.citidirect-eb.Citicorp.com/jre.
Sun Java Asia: https://asia.citidirect-eb.citicorp.com/jre.

The CitiDirect Sign-on screen appears.

Note: If you prefer to work in CitiDirect in a language other than English, select your
preferred language from the list of languages at the top of the CitiDirect Sign-on
screen.

2. Select New User from the Sign-on Name field, and then click Submit. The Sign-on
Name/Sign-on ID screen appears.

Please create a Sign-on Hame that you will use to access CitiDirect.

Sign-on Name: Wour Sign-on name can be any combination of

I characters and numbers, up to 10 characters in
length.

Sign-on ID: The Sign-on (D is the CtiDirect Sign-on D that was

I provided to you. If you do not have thiz, please
contact your CRiDirect service representative for
agsistance.

L Submit_L Clear J
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In the Sign-on Name field, create your sign-on name using any combination of letters and
numbers up to 10 characters and containing no special characters or spaces. The Sign-
on Name is not case sensitive.

In the Sign-on ID field, enter the Secured Password ID provided by your Security
Manager.

Click Submit. The Password screen appears.

Please enter your Password.

Password:
|| Pazzword must be entered.

In the Password field, enter the CitiDirect Secured Password provided by your Security
Manager. You should have received the password in two portions.

Click Submit. The first time you signs-on with a Secured Password, CitiDirect
automatically displays the Change Password dialog box.

Note: If the Change Password dialog box does not appear, immediately report it to your
Security Manager.

Please provide curment password and new password.

Curremnt password:

|

New password: Mew password again:

| |

In the Current password field, enter the complete password provided by the Security
Managers, type a new password in the New password and New password again fields,
and then click Submit. Refer to the Password Rules section of this Guide for more
information about passwords.

CitiDirect will open and you can begin using the application. The CitiDirect Online Banking
Web site also opens in the background.

The Welcome to CitiDirect® Online Banking screen is the first screen that appears each
time you sign on to CitiDirect. To begin working in CitiDirect click the name of the
category/service class that you want to access from the left navigation bar.
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Use the following rules as a guideline for choosing a password.

Password Rules

Your Secured Password must:
¢ Not be the same as your User ID.

¢ Consist of a minimum of six characters and mixed alphabetic and numeric characters.
¢ Contain no more than two consecutive, identical characters.

e Be changed at least every 30 days.

Customize Your Main Screen

To personalize your CitiDirect experience and work more efficiently, you can select a
customized main screen. This customized main screen will then appear each time you sign-on
to CitiDirect, replacing the Welcome to CitiDirect Online Banking screen. You can make this
change using the Preferences feature. Until you select and submit a preference to personalize
your main screen, the Welcome to CitiDirect Online Banking screen will continue to appear.

Note: For complete details on setting your preferences, see the CitiDirect Basics: Setting Your
Preferences Guide available in the Learning Center at www.citidirect.com.

Password Maintenance

o Re-use of passwords is prohibited for a minimum of six consecutive changes. After more
than six consecutive failed sign-on attempts, your Security Manager must reset User IDs
associated with the password.

o If you believe that your Secured Password has become known to anyone, you must change
it immediately.

o Password resets are restricted to one per 24-hour period, unless you are a Security
Manager.

o If your Security Manager has reset your Secured Password, the Change Password dialog
box appears. You are required to change your password before further activity.

e You are responsible for any activities that occur with the use of your User ID and Secured
Password.
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Subsequent Sign-on to CitiDirect

Once you have signed on for the first time and created your Sign-on name, you will follow the
subsequent Sign-on process to access CitiDirect® Online Banking. This section provides the
subsequent Sign-on process for both SafeWord™ card and Secured Password users.

If you are using a new SafeWord card to sign on to CitiDirect, you will also need to enter your
Client ID, which should be provided by your Security Manager. Please contact your Security
Manager if you need assistance with sign-on credentials.

Note: The Client ID is required when you sign on to CitiDirect Online Banking for the first time
using a new SafeWord card. If you are an existing user or a Security Manager you can
also obtain the Client ID by placing your mouse cursor over the Client Name in the
upper right corner of any CitiDirect Online Banking screen.

CitiDirect Support Website
CLIENT

Payments Summary

Batch Authorize Fund FX Payments Print Cheques Release Req'd
u Repair Req'd

Creation Method {1) Bene or Debit Party Hame

\_4
CitiDirect Support Wwebsite
CLIENT

Batch Release ‘U‘lewk

Authorization Redq'd

il | »
== Raw 1 of 1 5= | Right Click on column titles to customize| Bold is editable field (1)i(2) sorted calumns

Branch/Processing Location
Dehit Account Name
Charges Indicator

Creator Name / Date / Time

» Goto Other
ENE S | tow | tlat | G202 | Oter

SafeWord Card Users

For subsequent sign-on to CitiDirect Online Banking using your SafeWord card, follow the steps
below.

1. Launch your Internet browser.

2. Select CitiDirect Sign-on from your browser’s Favorites list or go to one of the URLs
listed below.

Sun Java North and South America: https://us.citidirect.citicorp.com/jre.
Sun Java Europe, Middle East and Africa: https://europe.citidirect-eb.Citicorp.coml/jre.
Sun Java Asia: https://asia.citidirect-eb.citicorp.com/jre.
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The CitiDirect Sign-on screen appears.

CitiDirect® Online Banking in Englizh.
Bienvenido! Haca clic agqui para ver CitiDirect® Online Banking en espariol (Amearica Latina).
iBienvenidol Haga clic aqui para ver CitiDirect® Online Banking en espafiol (Europa).
Willkarmmen! Klicken Sie hier, um CitiDirect® Online Banking auf deutsch anzuzeigen.
Bem-vindo! Cligue agui para visualizar o CitiDirect® COnline Banking em Portugués. ;I

To sigh-on to CitiDirect, select a name from the drop-down list and click

Submit.
Sign-on Hame: Select Mewe User from this list if this is the first
YOUr Siaron Name j titne you are signing onto CliDirect from this
g computer.
| Submit

You are authorized to use this System for approved husiness purposes only. Use for any ather
purpose iz prohibited. All transactional records, reports, e-mail, software, and other data
generated by or residing upon this System are the property of the company and may be used by
the company for any purpose. Authorized and unauthorized activities may be monitored.

3. Select your user name from the drop-down list, and then click Submit. The
Challenge/Response screen appears.

4. Atthe Challenge/Response screen, you must enter a dynamic response generated by
using your SafeWord card. Go to step 4 to generate the response.

Please enter the Response from your Safeword Card.

Challenge:
[91234 5678

Response:
I 'Response’ must be entered EXACTLY a= it appears on

your Sateweord Card.

5.  Press ON to activate your SafeWord card.

6. Atthe ENTR PIN prompt, enter your 4-digit PIN that is printed in the PIN envelope
provided by your Security Manager.

7.  Atthe HOST? prompt, enter the number “9.”
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8. Atthe CHALLNG? prompt, enter the Challenge (excluding the first “9”) that appears in the
Challenge field of the Challenge/Response window on your computer screen.

9. Inthe Response field on your computer screen, enter the response displayed on the

SafeWord card. Click Submit. CitiDirect will open and you can begin to use the
application. The CitiDirect Online Banking Web site also opens in the background.
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Secured Password Users

For subsequent sign-on to CitiDirect Online Banking using your Secured Password, follow the
steps below.

1. Launch your Internet browser.

2. Select CitiDirect Sign-on from your browser’s Favorites list or go to one of the URLs
listed below.

Sun Java North and South America: https://us.citidirect.citicorp.com/jre.
Sun Java Europe, Middle East and Africa: https://europe.citidirect-eb.Citicorp.com/jre.
Sun Java Asia: https://asia.citidirect-eb.citicorp.com/jre.

The CitiDirect Sigh-on screen appears.

itiDirect® Online Banking in English.
Biervenido! Haca clic aqui para ver CitiDirect® Online Banking en espafiol (dmeérica Latina).
iBierwenidal Haga clic agui para ver CitiDirect® Online Banking en espafial (Europa).
Willkormmen! Klicken Sie hier, um CitiDirect® Qnline Banking auf deutsch anzuzeigen.
Bem-windo! Clique agui para visualizar o CitiDirect® Online Banking ern Porugués. j

To sign-on to CitiDirect, select a name from the drop-down list and click

Submit.
Sign-on Mame: ?elec‘t Mewy U;er. fromr;hiscg.sl:t).if t;isf i thtz.first
IYDur Sign-on Name j Clrg;;ﬁt;:are signing onto CtiDirect from this
[ Submit J

You are authorized to use this System for approved business purposes only, Use for any other
purpose iz prohibited. All transactional records, reports, e-mail, software, and other data
genersted by or residing upon thiz System are the property of the company and may be used by
the company for any purpose, Suthorized and unauthorized activities may ke monitored,

3. Select your user name from the drop down list, and click Submit. The Secured
Password screen appears.

Please enter your Password.

Password:
|| Pazaword must be entered.

4. Enter your CitiDirect Secured Password, and then click Submit. You will be signed on
to CitiDirect.
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Log-out Procedures

When you sign on to CitiDirect® Online Banking, the CitiDirect Web site (www.citidirect.com)
automatically opens in the background. While working in CitiDirect, you may have also opened
additional windows. The impact of logging-out of CitiDirect while other windows are open or
closing other windows while still signed on to CitiDirect varies.

The following section describes CitiDirect Log-out, Microsoft® Internet Explorer Log-out, and
“close-out” scenarios.

To successfully log out of CitiDirect Online Banking, follow either of the following log-out
procedures.

¢ CitiDirect Log-out

o Microsoft Internet Explorer Log-out

Important: About Browser Sessions and CitiDirect

o A browser is short for Web browser, a software application used to locate and display Web
pages.

e A browser session begins every time you launch the Microsoft Internet Explorer browser and
ends when you close it. When you log on to CitiDirect Online Banking, www.citidirect.com
opens as a separate Web page within the same browser session.

e Any windows opened through any method and running simultaneously with the CitiDirect
application are considered part of the current browser session. This includes any windows
opened by selecting a Favorite, by clicking CTRL- N on your keyboard, or as a pop-up.

o When you log out of the CitiDirect Online Banking application, all windows opened during
the session will close.

. If you launch a separate Internet Explorer browser session while your first session is still in
progress, two sessions will run concurrently. This second session is unrelated to the first.
When you close the CitiDirect Online Banking application launched in the first browser
session, all windows associated with the second browser session will remain open.
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CitiDirect Log-out
To log out of CitiDirect® Online Banking from the navigation bar, follow the steps below.

1.  Click Close on the CitiDirect navigation bar.

iti
CI I CitiDirect Support Website

CitiDirect® Payments Summary CITIDIRECT CLIENT

Online Bank
= e Offline Authorization Fund FX Payments Print Cheques Release Req'd Batch Release

U Input Modify Repair Req'd Verification Req'd Authorization Req'd Batch Authorize

. i Input From Preformate | Creation Method | (1) Bene or Debit Party Hame
- Gwiick Entry From Pref...
- Input Mewr Outgoing

= Payments -

|v

- Moty

- Nerify

b Authorize

i i Batch Authorize
| Authorize Offine
- Fund FX Payments =
| i Release

i i Batch Relesse
e Print Chegues
. i Repair

View Al

=
4« | b
== Row Dof 0 == | (13421 sorted columnz  Bold is editable field

Branch/Processing Location | NEW YORE CITIBANE - CORPORATE
Debit Account Name

Charges Indicator

Creator Name /Date | Time

Cloze

= Goto | Other
| Freferences ” ? || q H @ H m L] | =t Details || Options

A CitiDirect Log-out confirmation appears.

k|

Allwork session browser windows will be closed. Do you want to
continue with this action?

Yes

2. Click Yes to log out. All session browser windows are closed, including the CitiDirect Web
site.

Internet Explorer Log-out

To log out of CitiDirect® Online Banking by closing Microsoft® Internet Explorer, follow the steps
below.
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1. Inthe CitiDirect window in your browser, click the “ X" in the top right corner of your
browser window.

citi’

CitiDirect Support Website

CitiDirect™ Payments Summary CITIDIRECT CLIENT
Online Banking o e i
T Offline Authorization Fund FX Payments Print Cheques Release Req'd Batch Release
" E Repair Req'd Verification Reg'd Authorization Req'd Batch Authorize
o Payments I
. Input From Preformats | Creation Method | (1) Bene or Debit Party Hame
L ik Eritry From Pref... -

x Inputt Mesne Cutggoing

- Modiify

- Werify

- Authorize

- Batch Authorize
b duthorize Offline
¢ i Fund FX Payments =
| Releass

- Batch Release
i Print Chegues
| i Repsir
o iew Al
-
4] | »
=zRow Dof 0 == | (1342 zorted columns  Bold is editable field
Branch/Processing Location | NEW Y0RE CITIBANE - CORPORATE
Debit Account Hame
Charges Indicator
Creator Name | Date f Time
= Go to Other
| Close " Preferences " ? || Q @ L Delete Details Options
& | Completad [ [ & @ mustzd mternal

A Microsoft Internet Explorer confirmation message appears.

Microsoft Internet Explorer 5[

& Are wou sure you wank ko navigate away from this page?

&l work session browser windows will be closed,

Press OF ko continue, or Cancel ko skay on the current page.

Ik I Cancel

2. Click OK to close Internet Explorer and log out of CitiDirect. All session browser windows
are closed, including the CitiDirect Web site.

Closing Active Windows Versus Logging Out

The following section describes the scenarios that occur when you close active windows while
the CitiDirect Online Banking application is running.
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Closing www.citidirect.com

If you are at www.citidirect.com or any other Web site, while the CitiDirect application is running
in the background, closing www.citidirect.com will not close the CitiDirect Online Banking
application; it will continue to run.

Closing Additional Windows

Occasionally Citibank will send a Broadcast Message or a “Did You Know?” message
through the CitiDirect Online Banking application or www.citidirect.com. Closing a Broadcast
Message, a “Did You Know?”, or any pop-up window, will not close the CitiDirect Online
Banking application.
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The CitiDirect® Online Banking Web Site

The CitiDirect® Online Banking Web Site - www.citidirect.com - provides information and content
to support the CitiDirect application. You can find content such as FAQs that address both the
use of the application and the Web site, and CitiDirect News articles to keep you updated on
events that affect your use of CitiDirect. A Learning Center, where you can access training
support materials at anytime - 24 hours a day, 7 days a week - is also available.

ey
CI I = Privacy = Citigroup.com

CitiDirect Online Banking

Home | About Ciibirect | Getting Started | Learming Center T Customer Support | Imvestigations | Notmcations | |rade Adwvisor

CitiDirect® Online Banking

The tabs listed below are currently available on www.citidirect.com. These tabs may vary as
new content and services are added or revised.

Language Preference:

o About CitiDirect. Contains general information on CitiDirect.
e Getting Started. Contains links to Check My PC, System Requirements, and FAQs.

e Learning Center. Contains links to CitiDirect Basics and Quick Reference Guides,
CitiDirect Services Training Guides, and online Tutorials.

e Customer Support. Contains links to Support News, Release News, and FAQs.

e Investigations. Contains links and information on Investigations, which enables you to
initiate, view, search, query, and update Investigation requests.

e Trade Advisor. Contains links and information on Trade Advisor, which enables you to
submit an inquiry to view the status of a letter of credit or bill.

CitiDirect Basics: Getting Started Guide 24 Citigroup Corporate and Investment Banking



Accessing The Web Site

You can access the CitiDirect Web site through the CitiDirect application or by going directly to
www.citidirect.com.

Access Through the CitiDirect Application

You can access the CitiDirect Web site through the CitiDirect application as follows:

1. When you sign on to CitiDirect, the Web site home page automatically opens in a separate
browser window behind the application.

2. Click the window that has opened behind the application, or click the CitiDirect Support
Website link on the upper right of the screen. The Web site appears on your desktop as
the active browser window.

3. Click the tab that you are interested in viewing.

Notes:
o If you exit the CitiDirect application, the www.citidirect.com window will also close.
o If you exit www.citidirect.com, the CitiDirect application will remain open.

¢ For more information on Logging out, refer to the Log-out Procedures section of this Guide.

Go to www.citidirect.com

You can access the CitiDirect Web site without being signed on to the CitiDirect application by
going directly to www.citidirect.com however, we suggest that you register with an Access
Code should you use this method. Registering with an Access Code will enable you to view
content on the Web site such as the Learning Center and Release News, which is available to
entitled CitiDirect users only. Your local Implementation Manager provides Access Codes.

Note: If you go to www.citidirect.com from the CitiDirect application, you will automatically see

an entitled user’s view of the Web site.

Register Using An Access Code

Follow the steps below if you have already registered at www.citidirect.com and created a
Personal ID. If you have not, please refer to the Registration, Check My PC, and Installation
section in this Guide.

1. From your Internet browser, go to www.citidirect.com.

The CitiDirect Online Banking Web site home page appears.
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citi

Language Preference:

= Solutions & Services
+FAQs

= Contacts

= Other Links

= Transaction Services

=Privacy = Citigroup.com

CitiDirect®Online Banking

[Home | About CitiDirect | Getting Started | Customer Support | Trade Advisor

I CitiDirect® Online Banking

Welcome to CitiDirect® Online Banking, Citibank's Web-based banking platform.
CitiDirect puts all your corporate banking functions in one security-protected place,
giving you around the globe, centralized access to your account information in real

time right from your desktop.

= Site Map -
= Registration CitiDirect News

= hl ren(E Heulﬁere(l 1

]

*Industry Recognition for Citigroup Global Finance has announced Citigroup

as Best Corporate/institutional Internet Bank in 52 Countries

® *Mexico: New fees for Interbank Payments in Mexico Please click this link for
details

* CitiDirect Navigation Demonstration and Quick Reference Guide You can
familiarize yourself with the recent Navigation and Terminology changes in
CitiDirect® Online Banking by viewing a demonstration and downloading a
Quick Reference Guide.

* E-rmail Fraud on the Rise What vou should know about fraudulent e-mails

and how to protect yourself.

View All

Solutions & Service: I

An ever-expanding suite of solutions and semnices designed for today's global
ecanamy.

Insurance Letters of Credit
* Collections Initiation and Reporing Availahility List of countries where this

service is available

Wigw All...

Frivacy
Teims and Conditions

Copyright @ 2003 - 2008 Citigroup

citi’

Citigroup.com

2. Click Already Registered. The Registration form appears.

Note: If you have already registered and created a Personal ID, the Registration screen

appears as shown below.

Cl’ﬁ‘ = Privacy = Citigroup.com
CitiDirect®Online Banking

[Home | About CitiDirect | Getting Started | Customer Support | Trade Advisor
T Registration
Language Preference:

English v

* Required Field

* E-mail:
= Citi ct News ‘ |
= Solttions & Services * Personal
+FAQs
= Contacts
= Other Links

= Transaction Services
Flease he aware that WWeb site pages may be wiritten to your temporary Internet file cache on your
waorkstation and are accessible ofine from that location. ITthe information is sensitive or considered

= Site Map
= Registration confidential, please clean out your temporary Internet cache.
i [ Submi T Ciear Form ] Gacic]
citi Erivacy
X Tems and Co: ns
Citigroup.com
Litigroup com Copyright @ 2003 - 2002 Citigroup
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3. Inthe E-mail field, enter the e-mail address you input during your original registration.
4. In the Personal ID field, enter the unique ID you created during your original registration.

5. Click Submit.

The page refreshes and you are signed-on to the CitiDirect Online Banking Web site.

Cﬁ\ly Privacy -« Citigroup.com

CitiDirect’Online Banking
About CitiDirect | Getting Started Customer Support Hotifications | Trade Advisor

Your Name, Your Organization

CitiDirect” Online Banking

Language Preference:
English

= CitiDirect News
= Solutions & Senvices

= FAQs

= Contacts

s Other Links Welcome to CitiDirect® Online Banking, Citibank's Web-based banking platform.

:LE;:::‘:L’L?“"GES CitiDirect puts all your corporate banking functions in one security-protected place,
giving you around the globe, centralized access to your account information in real
time right from your desktop.

= Site Map

Update-Regisiratipr

= Add A Service

CitiDirect News

» *CitiDirect Update CitiDirect® Qnline Banking was updated during the
weekend of February 11, 2006,

= CiliDirect Customer Satisfaction Survey Wie at Citigroup have always placed
a great emphasis onyour satisfaction. And the hestway of knowing how you
feel is by reaching out 1o you.

= E-mail Fraud on the Rise YWhatyou should know about fraudulent e-mails
and how to protect yourself.

+ |mportant Motice to all Secured {static) Password users - Click the link for
further details.

+ The Best Just Keeps Getting Better CitiDirect® Online Banking wins top
haonars

Wiew AllL.

Solutions & Services I

An evar-expanding suite of solutions and servces designed for today's global
econamy,

Collections | Liquidity ] Netting | Trade | Insurance Letters of Credit

® Collections Initiation and Reporting Availability List of countries where thig

service is availahle.

iew All.
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6. Click Add A Service. The Add A Service form appears.

citi

= CitiDirect News

= Solutions & Services
= FACS

= Contacts

= Other Links

= Transaction Services
= Release News

= Site Map

= Update Registration
s Add A Service

= Log-out

o

citi

Citigroup. com

= Privacy = Citigroup.com

CitiDirect Online Banking
[Home | About CitiDirect | Getting Started [ Learning Center | Customer Support [ Investigations | Notifications | Trade Advisor |

Add A Service

Language Preference;

* Reqguired Field.

Please enterthe Access Code inthe field below for the service that vou are adding to your user
registration.

* Access Code:

Thiz field cannot exceed 10 characters.

Please be aware thatWeb site pages may be written to your tempoarary Internet file cache onyour
waorkstation and are accessible offline from that location. Ifthe information is sensitive or considered

confidential, please clean out your temparary Internet cache.
[r—

Privacy
Terms and Conditions

Copyright & 2003 - 2008 Citigroup

7.  Inthe Access Code field, enter the code provided by your Local Implementation Manager.

8.  Click Submit.

The confirmation page appears.

citi

Language Preference;

o Privacy = Citigroup.com

CitiDirect Online Banking
m About CitiDirect | Getting Started | Learning Center | Customer Support | Investigations | Notifications | Trade Advisor

“CITIDIRECT CLIENT, CITIBANK

You have successfully updated your profile with the additional service.

|Engish

=
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9. Click Continue. You will now have access to complete information available on
www.citidirect.com, including the Learning Center.

ey = Privacy = Citigroup.com
citi

CitiDirect Online Banking
[ Home | About CitiDirect | Getting Started

CitiDirect® Online Banking - Learning Center
Language Preference:

e N TCE T
L :s"uﬂ'f_u:“;_m -

= Reference Guides =

(ustomer Support

Investigations | Hotifications | Trade Advisor

1

= Training Guides Welcome to the CitiDirect® Online Banking Learning Center, where you can find a
= Tutorials wealth of information on the features and services available through CitiDirect.
= Contacts
CitiDirect Basics contacts [N
:ﬁgsa':l:gegimratinn Using the hasic features and functionality of CitiDirect® Online Banking. Here is where you can
e find wour
= Add A Service

Basics Guides\| Quick Reference Guides\| ACH/GIRO Payments\|

Customer Service
Representative

Cross Border Funds Transfer | Domestic Funds/Book Transfer
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Disclaimer

The authoritative and official text of this CitiDirect® Online Banking documentation shall be in the
English language as used in the United States of America. Any translation of any CitiDirect
documentation from English to another language is done solely for the convenience of the
reader, and any inconsistencies, or inaccuracies between the English text and that translation
shall be resolved in favor of the English text.

These materials are proprietary and confidential to Citibank, N.A., and are intended for the
exclusive use of CitiDirect Online Banking customers. The foregoing statement shall appear on
all copies of these materials made by you in whatever form and by whatever means, electronic
or mechanical, including photocopying or in any information storage system. In addition, no
copy of these materials shall be disclosed to third parties without express written authorization
of Citibank, N.A.

Customer shall be solely responsible for the use of any User identifications, passwords and
authentication codes that may be provided to it, from time to time, in connection with CitiDirect
Online Banking (collectively, "User IDs"). Customer agrees to keep all User IDs strictly
confidential at all times. Customer shall immediately cease use of CitiDirect Online Banking if it
receives notification from Citibank, or otherwise becomes aware of, or suspects, a technical
failure or security breach. Customer shall immediately notify Citibank if it becomes aware of, or
suspects, a technical failure or security breach.

© 2012 Citibank, N.A. All rights reserved. Citi and Arc Design are registered service marks of
Citigroup Inc.
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